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CHAPTER 1

Why Hadoop in the Cloud?

Before embarking on a new technical effort, it’s important to understand what prob‐
lems you’re trying to solve with it. Hot new technologies come and go in the span of a
few years, and it should take more than popularity to make one worth trying. The
short span of computing history is littered with ideas and technologies that were once
considered the future of their domains, but just didn’t work out.

Apache Hadoop is a technology that has survived its initial rush of popularity by
proving itself as an effective and powerful framework for tackling big data applica‐
tions. It broke from many of its predecessors in the “computing at scale” space by
being designed to run in a distributed fashion across large amounts of commodity
hardware instead of a few, expensive computers. Many organizations have come to
rely on Hadoop for dealing with the ever-increasing quantities of data that they
gather. Today, it is clear what problems Hadoop can solve.

Cloud computing, on the other hand, is still a newcomer as of this writing. The term
itself, “cloud,” currently has a somewhat mystical connotation, often meaning differ‐
ent things to different people. What is the cloud made of? Where is it? What does it
do? Most importantly, why would you use it?

What Is the Cloud?
A definition for what “the cloud” means for this book can be built up from a few
underlying concepts and ideas.

First, a cloud is made up of computing resources, which encompasses everything
from computers themselves (or instances in cloud terminology) to networks to stor‐
age and everything in between and around them. All that you would normally need
to put together the equivalent of a server room, or even a full-blown data center, is in
place and ready to be claimed, configured, and run.
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The entity providing these computing resources is called a cloud provider. The most
famous ones are companies like Amazon, Microsoft, and Google, and this book focu‐
ses on the clouds offered by these three. Their clouds can be called public clouds
because they are available to the general public; you use computing resources that are
shared, in secure ways, with many other people. In contrast, private clouds are run
internally by (usually large) organizations.

While private clouds can work much like public ones, they are not
explicitly covered in this book. You will find, though, that the basic
concepts are mostly the same across cloud providers, whether pub‐
lic or private.

The resources that are available to you in the cloud are not just for you to use, but
also to control. This means that you can start and stop instances when you want, and
connect the instances together and to the outside world how you want. You can use
just a small amount of resources or a huge amount, or anywhere in between.
Advanced features from the provider are at your command for managing storage,
performance, availability, and more. The cloud provider gives you the building
blocks, but it is up to you to know how to arrange them for your needs.

Finally, you are free to use cloud provider resources for whatever you wish, within
some limitations. There are quotas applied to cloud provider accounts, although
these can be negotiated over time. There are also large, hard limits based on the
capacity of the provider itself that you can run into. Beyond these somewhat “physi‐
cal” limitations, there are legal and data security requirements, which can come from
your own organization as well as the cloud provider. In general, as long as you are
not abusing the cloud provider’s offerings, you can do what you want. In this book,
that means installing and running Hadoop clusters.

Having covered some underlying concepts, here is a definition for “the cloud” that
this book builds from:

“The cloud” is a large set of computing resources made available by a cloud provider for
customers to use and control for general purposes.

What Does Hadoop in the Cloud Mean?
Now that the term “cloud” has been defined, it’s easy to understand what the jargony
phrase “Hadoop in the cloud” means: it is running Hadoop clusters on resources
offered by a cloud provider. This practice is normally compared with running
Hadoop clusters on your own hardware, called on-premises clusters or “on-prem.”

If you are already familiar with running Hadoop clusters on-prem, you will find that
a lot of your knowledge and practices carry over to the cloud. After all, a cloud
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instance is supposed to act almost exactly like an ordinary server you connect to
remotely, with root access, and some number of CPU cores, and some amount of
disk space, and so on. Once instances are networked together properly and made
accessible, you can imagine that they are running in a regular data center, as opposed
to a cloud provider’s own data center. This illusion is intentional, so that working in a
cloud provider feels familiar, and your skills still apply.

That doesn’t mean there’s nothing new to learn, or that the abstraction is complete. A
cloud provider does not do everything for you; there are many choices and a variety
of provider features to understand and consider, so that you can build not only a
functioning system, but a functioning system of Hadoop clusters. Cloud providers
also include features that go beyond what you can do on-prem, and Hadoop clusters
can benefit from those as well.

Mature Hadoop clusters rarely run in isolation. Supporting resources around them
manage data flow in and out and host specialized tools, applications backed by the
clusters, and non-Hadoop servers, among other things. The supporting cast can also
run in the cloud, or else dedicated networking features can help to bring them close.

Reasons to Run Hadoop in the Cloud
Many concepts have been defined so far, but the core question has not yet been
answered: Why run Hadoop clusters in the cloud at all? Here are just a few reasons:

Lack of space
Your organization may need Hadoop clusters, but you don’t have anywhere to
keep racks of physical servers, along with the necessary power and cooling.

Flexibility
Without physical servers to rack up or cables to run, it is much easier to reorgan‐
ize instances, or expand or contract your footprint, for changing business needs.
Everything is controlled through cloud provider APIs and web consoles. Changes
can be scripted and put into effect manually or even automatically and dynami‐
cally based on current conditions.

New usage patterns
The flexibility of making changes in the cloud leads to new usage patterns that
are otherwise impractical. For example, individuals can have their own instances,
clusters, and even networks, without much managerial overhead. The overall
budget for CPU cores in your cloud provider account can be concentrated in a
set of large instances, a larger set of smaller instances, or some mixture, and can
even change over time.
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Speed of change
It is much faster to launch new cloud instances or allocate new database servers
than to purchase, unpack, rack, and configure physical computers. Similarly,
unused resources in the cloud can be torn down swiftly, whereas unused hard‐
ware tends to linger wastefully.

Lower risk
How much on-prem hardware should you buy? If you don’t have enough, the
entire business slows down. If you buy too much, you’ve wasted money and have
idle hardware that continues to waste money. In the cloud, you can quickly and
easily change how many resources you use, so there is little risk of undercommit‐
ment or overcommitment. What’s more, if some resource malfunctions, you
don’t need to fix it; you can discard it and allocate a new one.

Focus
An organization using a cloud provider to rent resources, instead of spending
time and effort on the logistics of purchasing and maintaining its own physical
hardware and networks, is free to focus on its core competencies, like using
Hadoop clusters to carry out its business. This is a compelling advantage for a
tech startup, for example.

Worldwide availability
The largest cloud providers have data centers around the world, ready for you
from the start. You can use resources close to where you work, or close to where
your customers are, for the best performance. You can set up redundant clusters,
or even entire computing environments, in multiple data centers, so that if local
problems occur in one data center, you can shift to working elsewhere.

Data storage requirements
If you have data that is required by law to be stored within specific geographic
areas, you can keep it in clusters that are hosted in data centers in those areas.

Cloud provider features
Each major cloud provider offers an ecosystem of features to support the core
functions of computing, networking, and storage. To use those features most
effectively, your clusters should run in the cloud provider as well.

Capacity
Few customers tax the infrastructure of a major cloud provider. You can estab‐
lish large systems in the cloud that are not nearly as easy to put together, not to
mention maintain, on-prem.
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1 An exception: some cloud providers have infrastructure dedicated to US government use where stricter con‐
trols are in place.

Reasons to Not Run Hadoop in the Cloud
As long as you are considering why you would run Hadoop clusters in the cloud, you
should also consider reasons not to. If you have any of the following reasons as goals,
then running in the cloud may disappoint you:

Simplicity
Cloud providers start you off with reasonable defaults, but then it is up to you to
figure out how all of their features work and when they are appropriate. It takes a
lot of experience to become proficient at picking the right types of instances and
arranging networks properly.

High levels of control
Beyond the general geographic locations of cloud provider data centers and the
hardware specifications that providers reveal for their resources, it is not possible
to have exacting, precise control over your cloud architecture. You cannot tell
exactly where the physical devices sit, or what the devices near them are doing, or
how data across them shares the same physical network.1 When the cloud pro‐
vider has internal problems that extend beyond backup and replication strategies
already in place, there’s not much you can do but wait.

Unique hardware needs
You cannot have cloud providers attach specialized peripherals or dongles to
their hardware for you. If your application requires resources that exceed what a
cloud provider offers, you will need to host that part on-prem away from your
Hadoop clusters.

Saving money
For one thing, you are still paying for the resources you use. The hope is that the
economy of scale that a cloud provider can achieve makes it more economical for
you to pay to “rent” their hardware than to run your own. You will also still need
a staff that understands system administration and networking to take care of
your cloud infrastructure. Inefficient architectures, especially those that leave
resources running idly, can cost a lot of money in storage and data transfer costs.

What About Security?
The idea of sharing resources with many other, unknown parties is sure to raise ques‐
tions about whether using a public cloud provider can possibly be secure. Could
other tenants somehow gain access to your instances, or snoop on the shared net‐
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work infrastructure? How safe is data stashed away in cloud services? Is security a
reason to avoid using public cloud providers?

There are valid arguments on both sides of this question, and the answer for you
varies depending on your needs and tolerance for risk. Public cloud providers are
certainly cognizant of security requirements, and as you’ll see throughout this book,
they use many different mechanisms to keep your resources private to you and give
you control over who can see and do what. When you use a cloud provider, you gain
their expertise in building and maintaining secure systems, including backup man‐
agement, replication, availability, encryption support, and network management. So,
it is reasonable to expect that clusters running in the cloud can be secure.

Still, there may be overriding reasons why some data simply cannot be put up into
the cloud, for any reason, or why it’s too risky to move data to, from, and around the
cloud. In these situations, limited use of the cloud may still be possible.

Hybrid Clouds
Running Hadoop clusters in the cloud has compelling advantages, but the disadvan‐
tages may restrict you from completely abandoning an on-prem infrastructure. In a
situation like that, a hybrid cloud architecture may be helpful. Instead of running
your clusters and associated applications completely in the cloud or completely on-
prem, the overall system is split between the two. Data channels are established
between the cloud and on-prem worlds to connect the components needed to per‐
form work.

Creating a hybrid cloud architecture is more challenging than running only on-prem
or only in the cloud, but you are still able to benefit from some advantages of the
cloud that you otherwise couldn’t.

Hadoop Solutions from Cloud Providers
There are ways to take advantage of Hadoop technologies without doing the work of
creating your own Hadoop clusters. Cloud providers offer prepackaged compute
services that use Hadoop under the hood, but manage most of the cluster manage‐
ment work themselves. You simply point the services to your data and provide them
with the jobs to run, and they handle the rest, delivering results back to you. You still
pay for the resources used, as well as the use of the service, but save on all of the
administrative work.
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2 If there weren’t, this book would not be very useful!

So, why ever roll your own clusters when these services exist? There are some good
reasons:2

• Prepackaged services aim to cover the most common uses of Hadoop, such as
individual MapReduce or Spark jobs. Their features may not be sufficient for
more complex requirements, and may not offer Hadoop components that you
already rely on or wish to employ.

• The services obviously only work on the cloud provider offering them. Some
organizations are worried about being “locked in” to a single provider, unable to
take advantage of competition between the providers.

• Useful applications that run on top of Hadoop clusters may not be compatible
with a prepackaged provider service.

• It may not be possible to satisfy data security or tracking requirements with a
prepackaged service, since you lack direct control over the resources.

Despite the downsides, you should investigate Hadoop-based provider solutions
before rushing into running your own clusters. They can be useful and powerful, save
you a lot of work, and get you running in the cloud more quickly. You can use them
for prototyping work, and you may decide to keep them around for support tasks
even while using your own clusters for the rest.

Here are some of the provider solutions that exist as of this writing. Keep an eye out
for new ones as well.

Elastic MapReduce
Elastic MapReduce, or EMR, is Amazon Web Services’ solution for managing pre‐
packaged Hadoop clusters and running jobs on them. You can work with regular
MapReduce jobs or Apache Spark jobs, and can use Apache Hive, Apache Pig,
Apache HBase, and some third-party applications. Scripting hooks enable the instal‐
lation of additional services. Data is typically stored in Amazon S3 or Amazon Dyna‐
moDB.

The normal mode of operation for EMR is to define the parameters for a cluster, such
as its size, location, Hadoop version, and variety of services, point to where data
should be read from and written to, and define steps to execute such as MapReduce
or Spark jobs. EMR launches a cluster, performs the steps to generate the output data,
and then tears the cluster down. However, you can leave clusters running for further
use, and even resize them for greater capacity or a smaller footprint.
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EMR provides an API so that you can automate the launching and management of
Hadoop clusters.

Google Cloud Dataproc
Google Cloud Dataproc is similar to EMR, but runs within Google Cloud Platform. It
offers Hadoop, Spark, Hive, and Pig, working on data that is usually stored in Google
Cloud Storage. Like EMR, it supports both transient and long-running clusters, clus‐
ter resizing, and scripts for installing additional services. It can also be controlled
through an API.

HDInsight
Microsoft Azure’s prepackaged solution, called HDInsight, is built on top of the Hor‐
tonworks Data Platform (HDP). The service defines cluster types for Hadoop, Spark,
Apache Storm, and HBase; other components like Hive and Pig are included as well.
Clusters can be integrated with other tools like Microsoft R Server and Apache Solr
through scripted installation and configuration. HDInsight clusters work with Azure
Blob Storage and Azure Data Lake Store for reading and writing data used in jobs.
You control whether clusters are torn down after their work is done or left running,
and clusters can be resized. Apache Ambari is included in clusters for management
through its API.

Hadoop-Like Services
The solutions just listed are explicitly based on Hadoop. Cloud providers also offer
other services, based on different technologies, for managing and analyzing large
amounts of data. Some offer SQL-like query capabilities similar to Hive or Apache
Impala, and others offer processing pipelines like Apache Oozie. It may be possible to
use those services to augment Hadoop clusters, managed either directly or through
the cloud provider’s own prepackaged solution, depending on where and how data is
stored.

Of course, these tools share the same disadvantages as the Hadoop-based solutions in
terms of moving further away from the open source world and its interoperability
benefits. Since they are not based on Hadoop, there is a separate learning curve for
them, and the effort could be wasted if they are ever discarded in favor of something
that works on Hadoop, or on a different cloud provider, or even on-prem. Their
ready availability and ease of use, however, can be attractive.

A Spectrum of Choices
It’s perhaps ironic that much of this chapter describes how you can avoid running
Hadoop clusters in the cloud, either by sticking with on-prem clusters (either parti‐
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ally or completely), by using cloud provider services that take away the management
work, or by using tools that do away with Hadoop completely. There is a spectrum of
choices, where at one end you work with your data at a conceptual level using high-
level tools, and at the other end you build workflows, analyses, and query systems
from the ground up. The breadth of this spectrum may be daunting.

However, one fact remains true: Hadoop works everywhere. When you focus on the
core components in the Hadoop ecosystem, you have the freedom and power to work
however you like, wherever you like. When you stick to the common components of
Hadoop, you can carry your expertise with them to wherever your code runs and
your data lives.

Cloud providers are eager for you to use their resources. They offer services to take
over Hadoop cluster administration for you, but they are just as happy to let you run
things yourself. Running your own clusters does not require you to forgo all of the
benefits of a cloud provider, and Hadoop components that you deploy and run can
still make effective use of cloud services. This book, in fact, explores how.

Hadoop Solutions from Cloud Providers | 9





CHAPTER 2

Storage

Hadoop clusters are about working with data, usually lots and lots of data, often
orders of magnitude larger than ever before. Cloud providers supply different ways to
store that data on their vast infrastructure, to complement the compute capabilities
that operate on the data and the networking facilities that move the data around.
Each form of storage serves a different purpose in Hadoop architectures.

Block Storage
The most common type of storage offered by a cloud provider is the disk-like storage
that comes along with each instance that you provision. This storage is usually called
block storage, but they are almost always accessed as filesystem mounts. Each unit of
block storage is called a volume or simply a disk. A unit of storage may not necessarily
map to a single physical device, or even to hardware directly connected to an
instance’s actual host hardware.

Persistent volumes survive beyond the lifetime of the initial instances that spawned
them. A persistent volume can be detached from an instance and attached to another
instance, in a way similar to moving physical hard drives from computer to com‐
puter. While you wouldn’t usually do that with physical drives, it is much easier to do
so in a cloud provider, and it opens up new usage patterns. For example, you could
maintain a volume loaded with important data or applications over a long period of
time, but only attach it to an instance once in a while to do work on it.

Volumes that are limited to the lives of the instances to which they are attached are
called ephemeral volumes. Ephemeral storage is often very fast and can be large, but it
is guaranteed to be eliminated when an instance is stopped or terminated, at which
time its data is permanently lost. In the context of Hadoop clusters, critical cluster-
wide information like HDFS namenode data should reside on persistent storage, but
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information that is normally replicated across the cluster, like HDFS data copied in as
the source for a job, can reside on ephemeral storage.

A volume is backed up by taking a snapshot, which preserves its exact state at an
instant in time. It is common to take snapshots of a volume repeatedly over time, and
cloud providers store snapshots in an incremental fashion so that they don’t take up
unnecessary space. If something goes wrong with a volume, perhaps due to data cor‐
ruption or a rare hardware failure, then a new volume can be created from a snapshot
and attached to an instance to recover. A snapshot can also be used as the basis for a
new instance image, in order to generate many new identical volumes over time.

For security, the major cloud providers all support encryption at rest for data on per‐
sistent volumes. They all also automatically replicate persistent volumes, often across
data centers, to avoid data loss from hardware failures.

Block Storage in AWS
The AWS component offering block storage is called Elastic Block Storage (EBS).
When you provision an instance in EC2, you select an image for its root device vol‐
ume, and the image determines whether that volume is a persistent volume in EBS or
an ephemeral volume in the EC2 instance store. The root device volume houses the
operating system and other files from the image. The physical hardware can use
either magnetic or SSD storage.

After provisioning an instance, you can attach multiple additional EBS volumes, or
you can swap out the EBS root device volume of an instance with another existing
one. EBS volumes are resizable, although for older instance types one must be
detached before it can be resized.

Some EC2 instance types support both EBS and ephemeral volumes, while others
only support EBS. Those that support ephemeral volumes do so through drives that
are attached to the physical hosts for the instances. Data on those ephemeral drives
survive reboots of their associated instances, but not stoppages or termination. Each
instance type specifies the maximum number and size of supported ephemeral vol‐
umes.

Block Storage in Google Cloud Platform
Persistent block storage for Google Compute Engine (GCE) instances are called per‐
sistent disks. When you provision an instance in GCE, a root persistent disk is auto‐
matically allocated to house the operating system and other files from the image
selected for the instance.

After provisioning an instance, you can attach multiple additional persistent disks.
Each persistent disk, including the root disk, can use either magnetic or SSD storage.
Persistent disks can be resized at any time.
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Any instance provisioned in GCE can be augmented with local SSDs, which are
drives attached to the physical hosts for the instance. These drives are ephemeral
storage; while data on them survives reboots of their associated instances, it is dis‐
carded when the associated instance stops or terminates. They come in a fixed size
and only a limited number may be attached to an instance. Like persistent disks, local
SSDs support at-rest encryption.

RAM disks are another block storage option for GCE instances. A RAM disk is a vir‐
tual drive that occupies instance memory. These are even more ephemeral than local
SSDs, as their data does not even survive instance restarts; however, they can be very
fast.

Block Storage in Azure
Every Azure virtual machine is automatically granted two virtual hard disks or
VHDs: one based on an image hosting the operating system, and a second temporary
disk for storing data that can be lost at any time, like swap files. Both of these disks
are persistent, but the content of the temporary disk is not preserved if the virtual
machine is migrated to different hardware.

Additional persistent VHDs can serve as data disks to store data that needs to last;
they are either created by mandate from the virtual machine image or can be attached
later. The operating system disk and data disks are resizable, but the associated vir‐
tual machine must be stopped first.

All VHDs are actually stored as page blobs within the storage account associated with
your Azure account, and the replication strategy for the storage account determines
how widely disk contents are backed up across data centers. See “Object Storage in
Azure” on page 17 for further discussion about storage accounts.

Azure File Storage is another block storage service, dedicated to serving file shares
over the Server Message Block protocol. A file share works like a mounted disk, but it
can be mounted across multiple virtual machines simultaneously.

Finally, while not necessarily qualifying as a block storage service, Azure Data Lake
Store (ADLS) stores files of arbitrary size in a folder hierarchy. The service is
designed to satisfy the requirements of a Hadoop-compatible file system, so cluster
services such as Hive and YARN can work with it directly.

Object Storage
Disk-like block storage is clearly essential for supporting instances, but there is still
the problem of where to keep large amounts of data that should survive beyond the
lifetime of instances. You may have a compressed archive of some massive data set
that will be referenced across multiple instances, or even from outside the cloud pro‐
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vider. You may have a backup of some important analytic results or critical logs that
must be preserved. Sometimes it is possible to dedicate a block storage volume to
store these big chunks of data, but there still must be at least one instance running to
access it, and often it can be tricky to share that volume across multiple instances.

As an alternative, cloud providers offer object storage. In object storage, each chunk
of data is treated as its own entity, independent of any instance. The contents of each
object are opaque to the provider. Instead of accessing a data object through a filesys‐
tem mounted on a running instance, you access it through either API operations or
through URLs.

Cloud providers each offer their own object storage solution, yet they all share many
common features.

Buckets
Data objects reside inside containers called buckets. A bucket has a name and is asso‐
ciated with one or more regions.

Azure calls its buckets containers.

There are restrictions on bucket names, because a bucket’s name is used as part of the
URLs for accessing objects in the bucket. In general, you should avoid special charac‐
ters, spaces, and other characters that can be problematic in URLs. A bucket name
must be unique to your cloud provider account; the solutions for AWS and Google
Cloud Platform also require them to be globally unique.

The region or regions associated with a bucket determine where in the world the
objects in the bucket are stored. Hadoop clusters benefit in performance and cost by
working with buckets that are in the same region as their instances. A bucket can be
configured with replication to other regions, through provider-specific mechanisms,
to geographically disperse data. This can be a valuable tool for expanding Hadoop
architectures across regions; instead of clusters around the world all needing to reach
back to a single region to access bucket contents, the bucket can be replicated to the
clusters’ regions for faster, cheaper local access.

A bucket does not have an internal hierarchy for object storage, but object naming
can be used to create the appearance of one.
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Data Objects
A data object in object storage is a single opaque unit from the cloud provider’s point
of view. Metadata in the form of key-value pairs can be associated with each object, to
use as tags or as guides for searching for, identification of, and tracking of the data
within.

The name of an object is used to locate it. As with buckets, there are restrictions on
object names since they are also used in URLs. Although buckets are flat storage,
objects can include forward slashes in their names to create the appearance of a
directory-style hierarchy. The APIs, tools, and conventions for object storage inter‐
pret object names in a way that supports hierarchical access, often by treating com‐
mon slash-delimited prefixes of object names as pseudodirectories.

An object has a storage class, which determines how quickly it can be accessed and, in
part, its storage cost. The standard or default storage classes for cloud providers favor
quick access over cost, and these classes tend to be the ones most useful for storing
data Hadoop clusters will use. Other storage classes cost less but aim at access fre‐
quencies on the order of a few times each month or each year. While Hadoop clusters
cannot effectively use objects in those storage classes directly due to their intention‐
ally lower performance, they can be employed in associated archival strategies.

Most of the time, a data object is immutable. When an object needs to be updated, it
is overwritten with a completely new version of it. Cloud providers are capable of
storing past, versioned copies of objects so that they can be restored as necessary in
the future.

AWS and Google Cloud Platform object storage services automati‐
cally version each data object as it is updated. Azure’s object stor‐
age service does not, but permits taking snapshots of data objects.

Each data object can have permissions associated with it, in order to restrict who may
access it. The permissions scheme folds in with each cloud provider’s own authoriza‐
tion systems.

Object Access
There are two main methods for accessing objects in object storage. The most flexible
method is through the cloud provider’s own API, which provides all of the access and
management operations available. An API client can create new objects, update
them, and delete them. It can manage access permissions and versioning as well.

Jobs running in Hadoop clusters can use APIs to work with objects, either directly or
through common libraries. Some libraries provide a filesystem-like view of buckets,
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1 The choice of region also influences how data may be accessed.

enough to allow access in many of the same ways that jobs would work with HDFS.
This is a powerful capability, because it lets new clusters start their work right away
by reading from durable, reliable object storage, instead of waiting to be primed by
getting data copied up to their local HDFS storage. By the same token, clusters can
save their final results back to object storage for safekeeping or access by other tools;
once that happens, the clusters could be destroyed. Object storage access enables the
use of transient clusters.

The other main method for object access is through URLs. Each provider’s object
storage service offers a REST API for working with buckets and objects; perhaps the
most salient capability is simply the ability to download an object with an HTTP GET
request. Because of URL access, each bucket and object must be named to be compat‐
ible with URL syntax.

For example, an object named “my-dir/my-object” in a bucket named “my-bucket”
could be accessed by the following URLs, depending on the cloud provider. Each pro‐
vider supports a handful of different URL formats:

• AWS: https://s3.amazonaws.com/my-bucket/my-dir/my-object
• Google Cloud Platform: https://storage.cloud.google.com/my-bucket/my-dir/my-

object
• Azure: https://my-account.blob.core.windows.net/my-bucket/my-dir/my-object

The following sections get into more detail about the differences in the object storage
services offered by major cloud providers.

Object Storage in AWS
The AWS component offering object storage is called Simple Storage Service, or S3. It
stores objects in buckets that are each associated with a single region that determines
where objects are stored.1 A bucket can be configured to replicate data to a bucket in
a different region for redundancy.

S3 offers four storage classes, and a bucket may hold objects in any mix of classes:

• The standard storage class is aimed at fast, frequent data access.
• The standard-ia or standard-infrequent access storage class carries the same

durability guarantees as the standard class. It costs less to store data in this class,
but each retrieval has an associated fee.
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• The reduced redundancy storage or RRS storage class is just as fast as the standard
class but has lower durability guarantees. It costs less, and should be used for
data that can be regenerated if necessary.

• The Glacier storage class is for nonrealtime, long-term, cheap data storage. Data
must be “restored” from Glacier before it can be accessed.

The storage class for each object is selected when it is first created. Lifecycle configu‐
ration rules can be attached to buckets to automatically migrate data from more
accessible to less accessible storage classes over time, so that less frequently accessed
data can be stored more cheaply.

Object Storage in Google Cloud Platform
Google Cloud Storage is the service offering object storage for Google Cloud Plat‐
form. It stores objects in buckets, which are each associated with a location and a
default storage class.

Google Cloud Storage offers four storage classes, and a bucket may hold objects in
several classes:

• The regional storage class is aimed at fast, frequent data access, with storage con‐
fined to a single region determined by the bucket location.

• The multi-regional storage class is similar to ordinary regional storage, but data is
replicated across multiple regions, determined by the bucket location. It costs
somewhat more than regional storage.

• The nearline storage class carries the same durability guarantees as the regional
and multi-regional classes. It costs less to store data in this class, but each
retrieval has an associated fee.

• The coldline storage class is for long-term, cheap data storage. Retrieval for
objects in coldline storage costs much more than for nearline storage.

The storage class for each object is selected when it is first created, or defaults to that
of the bucket. Lifecycle policies can be attached to buckets to automatically migrate
data from more accessible to less accessible storage classes over time, so that less fre‐
quently accessed data can be stored more inexpensively.

Object Storage in Azure
Azure has a few different forms of data storage. The service that is most pertinent to
Hadoop clusters is Azure Blob Storage.
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2 The term “blob,” which simply refers to a large chunk of data, has an interesting etymology.

Azure Blob Storage stores objects, which are called blobs.2 There are a few types of
blobs:

• A block blob is an immutable, opaque data object.
• An append blob can have additional data appended to it, and can be used to

receive a stream of data such as continuously generated logs.
• A page blob is used by Azure as the backing storage for disks.

Of the three types of blobs, the block blob is the type most useful for Hadoop clusters.
Page blobs are used to store virtual machine disks, but it’s not necessary to work with
them directly.

Each blob is stored in a container. Each container, in turn, is associated with a storage
account that is part of your Azure account. You can have multiple storage accounts,
and each serves as a home for object storage containers and other forms of cloud
storage offered by Azure. It is notable that the name for a storage account must be
globally unique, but this means that container names only need to be unique within a
storage account.

There are two kinds of storage accounts: general-purpose and blob. A blob storage
account allows for specifying one of two access tiers for the objects stored within it:

• The hot access tier is aimed at fast, frequent data access. It has higher storage
cost, but lower access and transaction costs.

• The cold access tier carries the same durability guarantees as the hot access tier. It
costs less to store data in this tier, but it has higher access and transaction costs.

The storage account also determines the primary region where objects are stored, as
part of the account’s replication strategy. There are four replication strategies avail‐
able:

• Locally redundant storage, or LRS, has the highest performance, but the lowest
durability and is bound to a single data center in a single region.

• Zone redundant storage, or ZRS, goes further than LRS and spreads data out to
multiple data centers, either in a single region or a pair of regions. However, it
has limitations in when it can be used; in particular, a blob storage account can‐
not use ZRS.

• Geo-redundant storage, or GRS, is similar to ZRS in that it replicates data out to a
secondary region.
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• Read-access geo-redundant storage, or RA-GRS, works like GRS but also allows
replicated data to be read from the secondary region.

The access tier and replication strategy for each object is determined by the storage
account governing the container where the object is created. With some limitations
and some costs, the access tier and replication strategy for a storage account can be
changed over time.

Cloud Relational Databases
Although Hadoop breaks away from the traditional model of storing data in rela‐
tional databases, some components still need their own databases to work their best.
For example, the Apache Hive metastore database is crucial for mapping non-
relational data stored in HDFS into a relational model that allows for SQL queries.
The Apache Oozie workflow scheduling system also requires a backing database.
While these components and others often can work using embedded databases, sup‐
ported by software like Apache Derby, they are only production-ready when their
databases are stored on full-fledged servers. By doing so, those database servers can
themselves be maintained, backed up, and even shared across components, as part of
an overarching enterprise architecture.

It is also helpful in some situations to simply have relational databases store some
data that Hadoop clusters use or refer to. Using Hadoop does not require completely
abandoning other useful technologies. Analysis jobs can refer to tables in outside
databases to find metadata about the information being analyzed, or as lookup or
translation mechanisms, or for numerous other helpful purposes.

Finally, applications that work with Hadoop clusters may require their own relational
databases. Perhaps authentication and authorization information resides in one, or
the definitions of data views reside in another.

It is perfectly reasonable to use an ordinary cloud instance as the host for a database
server. It is a familiar and comfortable arrangement for database administrators, and
lets you carry over existing maintenance processes into the cloud. You have direct
control over upgrades, downtime, backups, and so on, and additional applications
can be installed alongside the server as necessary. There are images available for pop‐
ular databases to make standing up a database server instance even easier.

However, cloud providers also offer native, abstracted services for supporting data‐
base servers. With these services, instead of requesting a compute instance, you
request a database server instance, specifying the type, version, size, capacity, admin‐
istrative user credentials, and many other parameters. The cloud provider handles
setting up the server and ensuring it is accessible to your virtual networks as you
request. You do not have login access to the instance, but can access the database
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server process using all the usual client tools and libraries in order to define schemas
and load and query data. The provider handles backups and ensures availability.

Hadoop components can easily use cloud relational databases. The servers have host‐
names and ports, and you can define the users, accesses, and schemas each compo‐
nent requires. From the components’ points of view, the servers host remote
databases like any other.

Cloud Relational Databases in AWS
The AWS component offering cloud relational databases is called Relational Data‐
base Service, or RDS. Each database instance hosts a single database server, and is
similar in concept to an EC2 instance, having an instance class that determines its
compute power and memory capacity. Storage capacity is managed separately, rang‐
ing from gigabytes to terabytes.

Like ordinary instances, database instances run inside an availability zone associated
with a subnet inside a VPC network, and security groups govern access. Moreover, a
multi-AZ database instance can continuously replicate its data to another in a sepa‐
rate availability zone.

RDS also automatically takes care of performing periodic database backups and
minor server software upgrades. It also handles automatically failing over a multi-AZ
database instance in case of the loss of the primary database instance, due to an avail‐
ability zone outage or a hardware failure.

RDS supports many popular database types, including MySQL, MariaDB, Post‐
greSQL, Oracle, and Microsoft SQL Server. It also offers Aurora, a MySQL-
compatible database type that has some additional benefits, including the ability to
establish a database cluster. For database types that require licenses, such as Oracle
and Microsoft SQL Server, you have the option of bringing your own license (BYOL)
or establishing instances that AWS has already licensed.

Cloud Relational Databases in Google Cloud Platform
Google Cloud SQL is the primary service offering cloud relational databases for Goo‐
gle Cloud Platform. A Cloud SQL instance hosts a database server in a specific region
and availability zone, and like an ordinary instance has a machine type determining
the number of virtual CPUs and the size of its memory. Storage capacity is specified
separately and can be set to grow automatically as needed.

Network access to Cloud SQL instances can be granted by whitelisting the IP
addresses of GCE instances, but an easier method is to use a Cloud SQL proxy, which
provides an encrypted tunnel to a Cloud SQL instance. Client use of a proxy works
just like ordinary database access, and the proxy can be configured with a list of
Cloud SQL instances to support or perform automatic discovery.
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A Cloud SQL instance can be set up for high availability, which causes the creation of
a second instance serving as a failover replica. If the primary instance becomes
unavailable, Google Cloud SQL automatically switches to the replica, redirecting the
hostname and IP address accordingly. Google Cloud SQL also handles periodic data‐
base backups.

Only MySQL is supported by Google Cloud SQL.

Google Cloud Spanner
In beta at the time of writing, Google Cloud Spanner is another, new cloud relational
database service that takes advantage of Google’s robust global network to natively
provide high availability while enforcing strong consistency. Cloud Spanner automat‐
ically maintains replicas across availability zones in the chosen region where an
instance resides. What’s more, it provides ways to control where related data is loca‐
ted through features like parent-child table relationships and interleaved tables.

Cloud Relational Databases in Azure
The Azure SQL Database service focuses primarily on the creation and maintenance
of relational databases, as opposed to the servers that host them. A database belongs
to a service tier, which defines the guaranteed amount of compute, memory, storage,
and I/O resources available for database access. Each database runs on a server; mul‐
tiple databases can reside on a single server.

A database server belongs to an Azure resource group, which determines the region
where the server resides. Firewall rules associated with a database server control
which ranges of IP addresses are permissible for client access.

The service tier of a database can be updated over time in response to changing
needs, but a more powerful approach is to use elastic pools. Resource usage is spread
across all of the databases belonging to the pool, and administrative tasks can be con‐
veniently performed en masse.

Azure SQL Database handles performing automatic backups, storing data both local
to each database and in a separate data center. Long-term backups can be sent to a
vault. You can also set up replication to several additional databases in other regions,
any of which can be promoted to serve as a new primary database.

Azure SQL Database fully supports Microsoft SQL Server. However, newer services
such as Azure Database for MySQL and Azure Database for PostgreSQL, support
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those open source databases in a similar fashion, including tiered guarantees on size
and performance and automatic replication.

Azure Cosmos DB
Newly introduced at the time of writing, Azure Cosmos DB is a service for managing
globally distributed databases that are either relational or nonrelational, using a com‐
mon data storage model beneath. The service gives you some control over how data is
partitioned and automatically scales storage to achieve the desired throughput. You
can also choose from one of several consistency models to guide the timeliness of
data availability. Behind the scenes, Cosmos DB spreads data globally to fit your
desired associations, and you can control whether to focus service interactions on
specific regions or across the world.

Cloud NoSQL Databases
It is in the same spirit of offering relational database services that cloud providers also
offer services that provide nonrelational or “NoSQL” databases. These services are
usually pushed to the margins when working with Hadoop clusters, since Hadoop’s
own data storage technologies take center stage. However, as with relational data‐
bases, NoSQL databases can be useful for ancillary applications associated with the
cluster.

In general, the databases hosted by NoSQL database services are highly scalable both
in size and geolocation, and offer high performance. The cloud provider handles
administration and availability concerns, much like they do for relational databases.
Access control is managed by the cloud provider’s own identity and access manage‐
ment systems.

The primary drawback of NoSQL database services is that they are much more spe‐
cific to each cloud provider. While any well-supported relational database supports
SQL, each cloud provider’s NoSQL database service has a way, or set of ways, of
working with data that differs from other services, sometimes even those from the
same provider. This can contribute to becoming tied to a single cloud provider,
which may be undesirable from a competitive point of view. Also, Hadoop compo‐
nents rarely have use for a NoSQL database beyond whatever storage is set up within
their clusters.

Still, NoSQL database services are a part of the storage services available from cloud
providers, and they can find their place in some architectures. Here is a quick run‐
down of what is available at the time of writing:
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• AWS offers the DynamoDB database service. Tables can be accessed through the
AWS console or through a variety of client-side libraries.

• Google Cloud Platform offers two NoSQL database services. Cloud Datastore
works well for frequent transactions and queries and has higher durability, while
Bigtable emphasizes speed and supports access through the API for Apache
HBase.

• Azure’s DocumentDB service, now part of Azure Cosmos DB, stores databases
containing collections of documents, and can be accessed through a RESTful
protocol as well as the MongoDB API. Azure Table Storage, which is associated
with storage accounts, works with entity-based data.

Where to Start?
This chapter has covered four distinct forms of storage supported by cloud providers:
block, object, relational, and NoSQL. Each of these is provided by one or more cloud
provider services, and those are just a part of those providers’ suites of services. It can
be a lot to take in, especially when figuring out how Hadoop clusters fit.

The two more important services to think about are block storage and object storage.
Block storage is the most crucial, since it provides the disk volumes that instances
need to run. Every cluster needs block storage as an underpinning, and fortunately it
is reasonably straightforward to work with. Object storage is a powerful addition to
your clusters, giving you a place to keep data that survives cluster lifetimes and even
supporting direct use by some Hadoop components.

Relational database services are handy for supporting the Hadoop components and
secondary applications that work with clusters, but are not as important as block and
object storage, especially since you can host your own database servers on ordinary
instances. NoSQL database services are the least important, being unnecessary for
most cluster architectures, but potentially useful in some cases.

Understanding the three core concepts of instances, networking, and storage, you are
ready to jump in and create clusters in the cloud. The next part of this book begins
with individual chapters for three major cloud providers, in which you will prepare
instances and virtual networks necessary for a simple cluster. You should focus on
your cloud provider of choice, although it is informative to see how similar tasks
work in other providers, so you may want to skim the chapters for the other
providers:

• If you are using AWS, continue with Chapter 6.
• If you are using Google Cloud Platform, continue with Chapter 7.
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• If you are using Azure, continue with Chapter 8.

Once you have worked through your cloud provider’s chapter, Chapter 9 pushes for‐
ward with Hadoop installation, configuration, and testing, which works much the
same no matter what provider you use.
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The animal on the cover of Moving Hadoop to the Cloud is a southern reedbuck
(Redunca arundinum).

Southern reedbucks are typically found in southern Africa. They inhabit areas of tall
grass near a source of water. The grass offers camouflage from predators such as
lions, leopards, cheetahs, spotted hyenas, pythons, and crocodiles. Being herbivores,
the tall grass also provides sustenance. Southern reedbucks need to drink water at
least every few days, which is not typical for species in this arid region of Africa.

An elegant antelope, southern reedbucks have distinctive dark lines running down
the front of their forelegs and lower hind legs. The color of their coat ranges between
light- and greyish-brown and their underparts are white. Only the males bear
forward-curving horns, about 35–45 cm (14–18 in) long.

The southern reedbuck is monogamous, a pair inhabits a territory that is defended by
the male from other males. A single calf is born after a gestation period of around
eight months and remains hidden in the dense grass for the next two months. During
this period, the female does not stay with her young but instead visits it for 10 to 30
minutes each day. This antelope has an average lifespan of ten years.

The southern reedbuck makes a number of characteristic noises, including a shrill
whistle through the nostrils, a clicking noise to alert others about danger, and a dis‐
tinctive “popping” sound, caused by the inguinal glands, heard when the southern
reedbuck jumps.
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